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ABSTRACT

With the rapid development of Internet of Things (IoT), it becomes more widely used in various applications.
Generally, the IoT is used to interconnect each computing device assisted by the unique identity of the Internet.
Due to interconnections, the IoT constitutes intruder on the wireless communication channel, tampering with device,
unauthorized access to the device, and privacy risks. To enhance the [oT security, the data importance and feedback
based adaptive level of authorization is proposed in this paper. The proposed method comprises token initialization
phase, request phase, and authorization phase. The request phase is done between the IoT device and IoT server. Then,
the authorization between the devices is performed by the proposed method. The log file and feedback table are the
major concern, which are stored in the authorization centre of the IoT system. These files consist of behaviour and
performance among the IoT devices. Then, data importance is also included for the proposed authorization scheme
based on the data size. Thus, the data importance and feedback based adaptive level of authorization is performed
significantly. Finally, the simulation results of the proposed method are validated using DPWSim implementation.
Then, the verification phase is analysed against the various security issues, and attack analysis is compared with that
of the existing systems. Thus, the proposed adaptive level of authorization enhances the security level for the Internet
of Things.
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INTRODUCTION

Recently, Internet of Things (IoT) becomes the novel paradigm, which is rapidly growing in the area of the wireless
communications and networking. Everything in the IoT network is an essential one since each thing has the ability to
locate, be addressable, and be readable, countermeasure on the Internet. The main purpose of IoT network is robust
against the different attacks in the network (Khemissa & Tandjaoui, 2015). Thus, Internet of Things is defined as the
evolution of Internet by integrating machines and people towards connecting the objects or things (Bekara, 2014).
Examples of object are utilized in the IoT such as smart phones, power metres, heart beat monitors, and temperature
metres and also sensors that are designed by the memory, processor, and storage (Mashal et al., 2016). Thus, Internet of
Things is employed to incorporate the cyber entities, physical perceptions, social attributes, and physical objects with
the embedded intelligence (Cirani ef al., 2014).The IoT network consists of some typical devices such as Intelligent
Transport System (ITS), remote-monitoring, smart cities and smart energy, and terminal nodes gathering information
and transmitting it to the IoT platform via multi hop relay network. Subsequently, the acknowledgement is sent from
the platform to the terminal nodes using the relay devices (Hu et al., 2012).

Nowadays, the IoT is widely used in various applications like smart cards, intelligent transportation, and smart grid,
but it cannot provide the security of the system and the information may also be dripped at any time. Thus, the security
is considered as the major issue in the Internet of Things network (Jing et al., 2014). The major security problem in IoT
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is authentication and data integrity. Then, the authentication and authorization are the two significant countermeasures
in the security paradigm, which are used to manage, control, and connect a device. The IoT network could not provide
the enhanced security schemes due to low capacities in terms of both energy and computing resources (Khemissa &
Tandjaoui, 2015). Security of the [oT comprises several tasks, which are as follows: i) entrench the key material while
manufacturing process; ii) when operation process, the new keying material is required; iii) key is obscured by the
hardware security models; iv) process and update secure software; and v) efficient cryptographic techniques (Keoh et
al., 2014).

The IoT security consists of three aspects, which are i) System security, ii) Network security, and iii) Application
security. To provide the systemic security frameworks, security measures and guidelines, as well as system security
concerns with the entire IoT system, have been taken to determine the security and privacy challenges. Network
security is undergone by the key distribution algorithm, authentication protocols, and access control mechanisms.
This security includes certain wireless communication networks such as wireless sensor networks, Internet, and Radio
Frequency Identification (RFID) (Cirani ef al., 2014). In application security, it mitigates the practical problems using
IoT applications like multimedia, smart home, and smart grid. Then, the security issue is caused by the information
privacy, user authentication, track of data stream, information access, and destroy (Jing et al., 2014).

The ultimate aim of this paper is to design the adaptive level of authorization based on feedback and data importance
for the security of Internet of Things (IoT). The idea behind the proposed method is to perform the authorization
among the IoT devices. Here, log file and feedback table are the major concern in the proposed protocol. The proposed
methodology comprises request phase and authorization phase. Based on the data size, the data importance is also
included to perform the adaptive level of authorization. The IoT device sends the request message along with its identity
and private key. Then, the request message is forwarded to the IoT server. Once the request message is obtained, the
server exploits the verification phase to perform the authorization between the IoT devices. Then, the behaviour of the
IoT device and server is stored in the log file and also the performance among the IoT devices is stored in the feedback
table. These two files are maintained by the authorization centre. Thus, the verification is undergone by the private
key, log file, and feedback in the proposed security protocol. To perform authorization, the authority centre releases
the channel key to the IoT server and devices. Finally, the feedback based adaptive level of authorization is performed
significantly using the communication channel key.

The two main contributions of this paper are as follows:

e The adaptive level of authorization is proposed based on the data importance for the security of Internet of Things
(IoT).

e The log file and feedback table are utilized for the proposed adaptive level of authorization, which is stored in the
authorization centre.

This paper is structured as follows: Section 2 discusses the authorization scheme for the security of the Internet
of Things. The problem statement and challenges behind the proposed model are described in section 3. Section
4 demonstrates the proposed methodology for the adaptive level of authorization based log file and feedback. The
simulation results are evaluated and security performance is analysed in section 5. Finally, section 6 concludes this

paper.

LITERATURE REVIEW

Ioannis Chatzigiannakis et al.(2014) presented an Elliptic Curve Cryptography (ECC) for the public key encryption.
ECC was an ideal candidate, which was based on constrained devices. The major computational resources like speed
and memory were limited and then low power communication protocols were employed. Due to these constraints, the
same level of security was obtained. To resolve this problem, the smart parking application domain was presented in
IoT network. It was then used to protect the privacy of the users by avoiding the exchange of confidential information.
Thus, the performance was analysed in terms of execution time and network overhead, which enhanced the security
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level but the utilization of ECC increases the size of the encrypted messages and also, it increases the likelihood of
implementation issues.

Kun-Hee Han and Woo-Sik Bae (2015) proposed a hash function based IoT communication system for verifying a
security protocol. In IoT technology, the attack leads to attain the system malfunction, remote control, and authorization.
The mutual authentication and security were the important aspect of communication. This paper was used to design
the secure communication protocol using hash locks, security key, passwords, and timestamps. Thus, the experimental
results were validated using the Casper/FDR tool, which confirmed the high level security of the protocol in terms of
deadlock, safety, and livelock. The design of security protocol was mainly concentrated based on the hashing function,
which does not provide the flexibility in security layer.

Huansheng Ning et al.(2015) designed an aggregated-proof based hierarchical authentication scheme for the layered
networks. Consequently, i) to determine the forward and backward anonymous data transmission, the aggregated
proofs were established for multiple targets; ii) homomorphism functions, directed path descriptors, and Chebychev
chaotic maps were combined for the mutual authentication; and iii) distinct access authorities were defined to achieve
the hierarchical access control. Thus, the performance was analysed and it proved that the proposed APHA method
had no security defects and robust for the U2IoT architecture and IoT applications but the key resilience issues were
not effectively handled in the aggregated-proof based hierarchical authentication scheme.

Sye Loong Keoh et al. (2014) explained the Internet Engineering Task Force (IETF) to standardize security
solutions for the [oT ecosystem. Initially, the standard security protocol was used in conjunction with the Constrained
Application Protocol (CoAP). This paper discussed the latest standardization efforts and then improved the DTLS
because the Datagram Transport Layer Security has been chosen as the channel security for CoAP. The proposed
IETF consists of raw public key in DTLS, extending DTLS record layer to protect group communication, and profiling
DTLS to mitigate the size and complexity. Thus, the proposed IETF proved to decrease the message fragmentation
issue but the communication cost to transmit and receive the messages seems larger.

Jongseok Choi et al.(2015)presented a secure IoT framework to ensure the end-to-end security from IoT application
to IoT devices. The proposed framework was comprised of IoT application, IoT broker, and the IoT devices. Thus,
the IoT devices could be organized with boundary area or board line of IoT broker. The sensing data was collected by
the IoT broker who managed their own devices. We were required to access the sensing data to use the IoT services.
However, most of the IoT protocols had no concern about the end-to-end security since it depends only on the DTLS
security. Finally, the proposed framework improves the efficiency of communication by encrypting and decrypting the
data but the multiple level of security parameters and verification was not used optimally.

Thomas Kothmayr et al.(2014)described the fully implemented two-way authentication security scheme for the
IoT based on existing Internet standards, especially the Datagram Transport Layer Security (DTLS) protocol. The
proposed security scheme was developed for the Low power Wireless Personal Area Networks, which was based on
the RSA public key cryptography algorithm. When compared to the existing implementations, the system architecture
and scheme’s feasibility were demonstrated through the hardware implementation of the Internet of Things. The two-
way authentication developed in this paper failed to include the dynamic level of security layer, which reduces the
time of authorization.

Javier Suarez et al.(2012) developed an Information-Centric Networking (ICN) to support the IoT management
architecture. This architecture was designed with the naming, interoperation, security, and energy-efficient requirements.
This paper provided the flexible architecture, which allowed the suitable operation of IoT devices based on the ICN
network domain. Then, the communication overhead was introduced at both IoT device and IoT server by the security
procedure. In addition to, this proposed ICN domain enhanced the potential of the architecture efficiently. Thus, the
experimental results were validated using an Arduino board, which provided the feasibility of the solution. The main
drawback of this architecture is that the feedback and data importance based trust reputation were not considered for
end to end to communication.
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Ting Hu et al.(2016) proposed a mutual authentication and key update for multi-hop relay in the Internet of
Things. In the IoT network, the terminal node had limited computation abilities and information flow through the
relay devices. But the relay device leads to the improvement of the algorithm complexity based on computation
and communication costs. Thus, the modified elliptic mapping scheme was introduced in the authentication and key
update mechanisms. Thus, the proposed update mechanism proved that the scheme was feasible, secure, and highly
effective for the typical multi-hop relay networks. Even though this mutual authentication proved better security, the
adaptive level of authorization scheme is missing.

MOTIVATION BEHIND THE APPROACH

Problem Statement

» The problem arises with the disparity in devices and access technology, which leads to generate the complex
heterogeneity and does not address the Internet as a whole (Suarez, et al., 2016).

» Because IoT components contain the low capacity in terms of energy and resources, the IoT cannot support the
implementation of complex security schemes (Khemissa & Tandjaoui, 2015).

» In general, the [oT platform transmits the command to the terminal node by the relay channel. But the crucial
problem is to evaluate the IoT security in this platform (Hu ef al., 2012). Thus, the major issue in the [oT system is
to ensure the integrity and confidentiality of the data and privacy of the IoT devices (Chatzigiannakis ef al., 2016).

Challenges

» The IoT consists of potential vulnerabilities (Cirani et al., 2014) due to complication in sensor, heterogeneous
targets, and backend management systems.

» The authorization and end-to-end data protection are the major challenges in the Internet of things since some of
the intruders access the communication channel, and the malicious node is presented while transmitting the data
(Hummen et al., 2014).

» The significant challenge (Moosavi et al., 2015) is to utilize the security protocol because i) IoT nodes have
limited power, memory, and communication bandwidth and, ii) because of the small size of IoT nodes and wireless
communication, the nodes get lost easily.

PROPOSED METHODOLOGY: FEEDBACK BASED ADAPTIVE LEVEL OF
AUTHORIZATION FOR THE SECURITY OF 10T

This section presents the proposed methodology of authorization phase based on data importance and feedback
based adaptive level for the security of Internet of Things. Here, the authorization is considered as the major concern
between IoT devices. Figure 1 shows the block diagram of proposed methodology. The authorization is adapted
between the two devices based on the data importance. The proposed authorization scheme comprises two phases:
a) Request phase and b) Authorization phase. IoT device 1, IoT device 2, IoT server, and authorization centre are the
prerequisites for the proposed method. The proposed protocol consists of log file and feedback, which is used to store
the behaviour of the device and server and also its performance. In the request phase, the IoT device sends the request
message to the [oT server for authorization process. Then, the verification level is done through the private key, log
file, and feedback. After verifying, the authorization centre provides the channel key to perform the authorization
between the devices securely. Table 1 demonstrates the symbol description of the proposed method.
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Fig. 1. Block diagram of proposed methodology.

Table 1. Symbol description of the proposed method.

Symbol Description
AC IoT authorization centre
) Identity of IoT device 1
3 Identity of IoT device 2
IS, Identity of IoT server
K3or(y) Secret key of IoT devices
K!(x) Private key of IoT server
K? Public key
K, Key of communication channel
h(-) Hash function
R () Computed hash at the 1oT server
SDg Size of data requested to be shared
SD4 Size of data allowed
REQ Request message
RL Reputation factor based on log file
RF Reputation factor based on feedback
V1:¥2:¥3 Intermediate messages
C Counter for the level of authorization
1,,T,,T4 Thresholds
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a) Token initialization phase

The token initialization is the initial step in the adaptive level of authorization. Whenever the IoT device wants to
communicate with other IoT devices, it should obtain the token from the server. So, the request message will be sent
by the IoT device to the server by requesting the token for communication. The server releases a onetime token to the
IoT device through the private channel. This token should be then transmitted to the other IoT devices who want to do
communication. This token will be verified by both devices before proceeding to the request phase.

b) Request phase

The request phase is the next step for the adaptive level of authorization scheme. Generally, the device sends the
request message to the server along with its identity and private key. The private key should be encrypted for security
purpose. Here, the request message is transmitted firstly between IoT devices and then between the device and IoT
server. Figure 2 shows the schematic representation of request phase.

IoT IoT IoT
device device server
1 2

e Identity IoT1
e Private key 1 Request
e Data size

o Identity IoT1 and

IoT 2
e Private key 1 and Request
key 2

e Data size

Fig. 2. Schematic representation of the request phase.

i) Request between two loT devices

Every IoT device contains its identity and secret key to perform the authorization phase. The identity of IoT device
1 is represented by and denotes a private key. The request message consists of device identity, key, request, and shared
data size. It is represented by

D = {11 Vo (K‘I‘O,E (y)),SDR ,REQ}

where I i is the identity of the IoT device 1,4, (K or (y)J represents the hash function of IoT device private key since
the key should be known to its corresponding device, and REQ is the request message. The size of data to be shared

between the devices is expressed by spg
ii) Request between device and server

After receiving the request from IoT device 1, the IoT device 2 forwards the message along with its identity and
private key. Thus, the request message is sent to the IoT server. Thus, the IoT server determines the authorization step
using the verification phase. It is expressed as

D, = {Dl a3 ’hZ(K;OTZ (y))}
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where 113 is the identity of IoT device 2 and &, (K or (y)) denotes the encrypted secret key. Thus, the request

message is received at the [oT server side. Then, the server verifies whether it is a legitimate device or not based on
the certain condition.

¢) Authorization phase

Normally, the authorization is performed between the two devices to transmit the data. The proposed protocol is
designed to the adaptive level of authorization based on the data importance. Once the server receives the request
message, the allowed data size is computed by the shared data size, which is sent from IoT device 1. Based on the
data importance, the authorization is adapted between the devices. The behaviour of IoT devices and server is stored
as the log file in the authorization centre. The feedback of every session is stored in the authority centre. Based on
the log file, feedback, and private key verification, the proposed protocol performs the adaptive level of authorization
between the devices. If it verifies correctly in each subsequent step, then the IoT server releases the communication
channel key to the devices. Then, the data is transmitted significantly between the devices. Thus, the allowed data size
is formulated as follows:

SD 4 = f(SDg)
where
1, if R<025
2, if 025<R<05
f(SDg)= :
3, if 05<R<0.75
4, if  R>075

where R is a factor, which is computed as

SDpg
R:Xmm+(xmax_xmin)*[ T J
3

where X, and X, are the minimum and maximum values of the data and 75 is the threshold value, which ranges
from zero to one. Thus, the computed R value is varied from zero to one by the aforementioned condition. Figure 3
depicts the diagrammatic representation of the authorization phase.

SDa=f (SDg)
Request .
message m
> V'erificalion > Verification by
using log file feedback
Verification
using private C=2 C=3
No Yes
SD,=C e SD,=C — Authorization
C=1
No v
es
SDy=C S— l No lcz 4
l Yes Authorization Final Final
verification Authorization
Authorization

Fig. 3. Diagrammatic representation of authorization phase.
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Step 1: Verification by secret key:

The data size is determined by the obtained shared data size from the IoT device. In general, the [oT server should
be aware of the private key of the two IoT devices. In the verification step 1, the hash function is applied to the secret

key in the IoT server. Thus, the hashed private key is represented as h*(K 0T (y)) and »™ (K Tor (y)).

i) Then, the IoT server verifies the computed hashed key and obtained hashed key from the device. If they are
similar, the IoT server provides the counter level for authorization, which is one. It is defined as

C=1 when h =h",hy=h"

where C is the counter for the authorization level.

ii) Consequently, the data size SD, is also determined based on the R factor. Finally, if the acquired data size is
equal to the counter level, then the IoT server releases the communication channel key to IoT device 2 and device 1.

Ao K., SD,=C
nextcounter, otherwise

where A4 is the authorization process and K, defines the communication channel key. This key is evaluated at the
IoT server since the identity of two IoT devices and server is known. Thus, the K. is defined by

K, = h(lsx"SDRHH; Hufj

where IS, is the identity of IoT server. The key channel is acquired by the hash function of identity and data size
for the security purpose. Thus, the channel key is sent to both devices. The device utilizes the channel key, which is
comprised of identity of device, server, and shared data size. Finally, the data is transmitted between IoT device 1 and
device 2.

Step 2: Verification using log file

The IoT server verifies the device for the authorization scheme with the aid of reputation factor based on log file.
The proposed method exploits the log file to gather the performance of the IoT device and server. This log file is stored
in the authority centre to perform the authorization between the devices, respectively. Thus, the reputation factor based
log file is determined as

1 nTx nRx SD%
R = * D
(1og) nTx * nRx lZ:]: ; T; Py

where nTx and nRx are the numbers of transmitter and receiver, 7; is the threshold value, and p determines whether
the performance is success or failure.

i) Then, the IoT server utilizes the public key, private key of two IoT devices, and identity of the server. Thus, z;
and z, are the keys, which are computed from the IoT server. They are expressed as

71 =KP *K;OE (y)*1s,

72, =KPx K;'OTI (y)=Is,
where K" is the public key, which is known to IoT device and server. These two values are used to compute the
intermediate message for the two IoT devices. Also, the XOR operation is utilized for generate the intermediate
message and hash function is also used to obscure the key. It is formulated by
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y1 =h(z,)®RL,
v =h(z,)®RL,

where y, and y, are the intermediate messages and RL is the reputation factor based on log file. The IoT server
sends the message y1 to the [oT device 2. Similarly, the message y, is sent from the server to the IoT device 1.

i) After receiving the intermediate message, the [oT device computes the reputation factor using the intermediate
message and key z; which sends further to the IoT server. Subsequently, the reputation factor for device 1 is determined
by the intermediate message y, and hashed key z,. Thus, the reputation factor for the two IoT devices is defined as

RL =y, ®h"(z;)

RLy =y, ®h™(z;)

where RL, is the reputation factor for the device 2 and RL, represents the reputation for IoT device 1. These are the
two values, which are obtained at the IoT server and then the server itself calculates the reputation factor using R(g)
equation. Then, the server verifies the reputation value based on the log file. If the obtained and estimated values are
equal, then the server yields the second counter level for authorization. The estimated reputation at the IoT server is
denoted as RL} and RL}.

C=2, when RL; =RL,,RL5=RL,

iii) Then, the counter level is ensured with the data size SD, at the IoT server. If both the values are equal, then
the server gives the communication key channel K. to IoT devices. Then, the authorization is performed significantly
between the two IoT devices. Otherwise, the verification phase is undergone further using the reputation factor based
on feedback.

Step 3: Verification by feedback

The feedback mechanism in the proposed method is used to store the performance among the devices and server.
This feedback also stores in the authorization centre. The feedback file includes each session of the transmitter and
receiver between the devices. Usually, the feedback value to be given by every other IoT devices is varied between 0
andl. Here, the 10T server determines the authorized device using the reputation factor based feedback. The threshold
value is also employed in the verification process to enhance the security level. Thus, the reputation factor based
feedback is calculated by

1 nTx nRx SD%
R = — K F.
(») nTx * nRx ZZ T; fl/

i=1 j=1

where 7 and j are the numbers of transmitter and receiver in the device and f7is the feedback of the IoT device. Then,
the IoT server considers the two threshold values, which are then used to compare with the reputation factor. Using
the aforementioned equation, the server computes the two reputation values for IoT device 1 and device 2. Thus, the
value is defined as RF, and RF). The third counter level for authorization is obtained by comparing the reputation and
threshold value. It is represented as

RFI > Tl

Cc=3, if
RF2 >T2

Once the counter for authorization level is attained, it is compared with the data size. If both values are equal, the
IoT server releases the channel key K. to both devices. Thus, the device exploits the key for the authorization between
the devices.
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Step 4: Final verification

The final verification is done using the private key of two IoT devices and IoT server. The intermediate message is
generated in the IoT server using hash function. The intermediate message y; is evaluated by

2 =K Ol Ol 2 )

where K 7 (x) is the private key of the server. The message yis transmitted from the IoT server to the authorization
centre. Since the authorization centre knows the private key of two IoT devices and IoT server, it verifies the obtained
message. Similarly, the message is generated at the authorization centre itself. Thus, the intermediate message y%k is
attained. If both are equal, then the authorization centre offers the communication channel key to the IoT server and
two IoT devices. It is represented as

A=K, when y3=y3

Thus, the proposed adaptive level of authorization is performed securely based on the log file, feedback, and data
importance for the Internet of Things (IoT).

¢) Description of log file and feedback table

The proposed method exploits the log file table, which is stored in the authorization centre. The log file consists
of the behaviour of the IoT device and sender. The behaviour is characterised by the authorization between the two
devices either success or failure. Table 2 demonstrates the structure of the log file. The data size is 200MB, which
is requested to send from the IoT sender device to the IoT receiver device. Thus, the proposed authorization method
is employed to determine whether it successfully transmits the data or not. The value one represents the success
transmission between the two IoT devices. Simultaneously, the value zero denotes the failure transmission of the data.
Similarly, the behaviour of the devices is stored in the log file table for every time of transmission. Finally, this log file
is maintained by the IoT authorization centre.

Table 2. Structure of Log file.

. IoT device IoT device .
Time (Sender) (Receiver) SD, Success/failure
t=1 =2 ;=3 200MB 1

Consequently, the feedback of every session of IoT devices is also stored in the authorization centre. The feedback
value is computed based on the legitimate devices. Here also, the data should be transmitted between the IoT devices.
Thus, the performance among the devices is stored as the feedback value in the authority centre. Table 3 represents the
structure of the feedback table. When the identity of the IoT device is five and six and then the data size is 300MB, the
feedback of this transmission is zero. Here, the feedback value ranges between zero and one based on the reputation
guessed by the receiver. Thus, we infer from the feedback table that the IoT device is not an authorized one. Similarly,
the feedback of all IoT devices is stored in the AC. Thus, the log file and feedback table are further used for the
verification phase.

Table 3. Structure of feedback table.

. TIoT device IoT device
Time (Sender) (Receiver) SD, Feedback

=1 =5 ;=6 300MB 0
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SIMULATION RESULTS

This section described the simulation results of the proposed system using DPWSim (Han ef al., 2015) simulation
tool and the attack performance is analysed against the password guessing attack, impersonation attack, server spoofing
attack, stolen verifier attack, reply attack, reconnaissance attack, and theft attack.

Security measures

i) Data confidentiality: Since the systems are employed to manage the information, data confidentiality is the
measure of ability of the system to obscure the data. Here, the data confidentiality is measured between the IoT devices
and IoT server. Normally, the server includes the private key and identity of the devices. After receiving the message
from the IoT device, it should ensure whether the device is authorized or not. Finally, the server verifies the private
key and identity with the obtained message.

ii) Data integrity: The hash function is used to enhance the data integrity while transmitting the key through the
channel. In the proposed method, the hash function is applied to the private keys of the IoT device and server. The data
is transmitted between the devices in terms of hashed value for identity verification. Thus, the hashed key is send from
the IoT device to server to prevent the access of key by the eavesdropper.

iii) Multi-level authentication: The proposed method verifies the identity of the IoT device through the verification
phase. Thus, the multilevel of verification ensured that the security of the proposed protocol provides the enhanced
and robust security against the security attacks.

iv) Mutual authentication: The mutual authentication in the proposed protocol is performed by the identity of
the IoT device I/, and server identity IS,. Thus, the proposed protocol proves their identity for the authentication
mechanism.

v) Feedback based adaptive level authorization: The proposed method performs the adaptive level of authorization.
The authorization is done through the data importance, log file, and feedback. The adaptive level is determined by
the data size and the counter level. Thus, the proposed protocol verifies the IoT devices with the aid of log file and
feedback. After verifying the identity of the device, the server provides the communication channel key to perform
the authorization.

Attack analysis

a) Password guessing attack: This attack tries to access the device by the password. The two password attacks are
brute force attack and dictionary attack. In the proposed protocol, the private key of the two devices is encrypted in
terms of hash function. The secret key is known at its corresponding device and server. Thus, the attacker identifies the
key by all possible combinations. Thus, the proposed method is burdensome to the password guessing attack.

b) Impersonation attack: The adversary is intended to achieve the private key and identity of the legitimate users.
But in the proposed authorization scheme, the private key of two IoT devices is secured by the hash function. The
hashed private key is difficult to retrieve by the imposter. Thus, the proposed method ensures robust against the
impersonation attack.

¢) Server spoofing attack: The 1oT server receives the request message from the IoT device in the proposed
authorization method. However, the server itself estimates the hashed value of two private keys. Then, the IoT server
verifies the estimated hash with the obtained hash value. After verifying the identity of the device, the server must
send the communication channel key to perform the authorization. Thus, the server spoofing attack is mitigated by the
proposed authorization phase.

d) Stolen verifier attack: This attack leads to steal the verification data by the intruder from the IoT server. Normally,
the verification data does not have encrypted information or use XOR operation. But our proposed protocol ensures
the hash function, which is used to secure the data at the verification phase. Thus, the adaptive level of authorization
is secured against the stolen verifier attack.
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e) Reply attack: 1t is a form of network attack in which the valid data is repeated fraudulently or maliciously. The
adaptive level of authorization sends the request in terms of hashed value to the server. Then, the server verifies the
data and transmits the relevant response to the IoT device. Subsequently, the adversary cannot estimate the data while
transmitting over the channel. Thus, the proposed protocol achieves the high security against the replay attack.

Jf) Reconnaissance attack: This attack gathers as much information about the system, as server location, IP address
range, software version, etc. But the log file plays a vital role in the proposed authorization level. The authorization
behaviour between the IoT devices and IoT server is stored in the log file. The authorization centre includes all the
information about the device, server, and log file also. The log file contains the value as zero and one, in which zero
represents the failure authorization and one is the successful authorization. If the attacker uses the information to
transfer the data to the system, then the server examines the identity of the device in the log file whether it belongs
to success or failure. Thus, the high level of security is attained against the reconnaissance attack by the proposed
method.

g) Theft attack: This attack is intended to steal the secret data from the IoT server. The server poses both the
verification data and the secret key. Then, the imposter exploits the stolen information to send the data to the server.
But in the proposed authorization scheme, the feedback table is utilized. The performance among the IoT devices is
stored in the feedback table, which is maintained by the authorization centre. The imposter should not be aware of
the feedback table in the IoT system. If an imposter sends the data from the existing device, then the server verifies
with the feedback table of the AC. Then, the IoT server finally declares it as the illegitimate user. Thus, the proposed
feedback based adaptive level of authorization proves to enhance the IoT security level.

Comparative analysis

This section presents the comparative analysis based on the various security issues. Then, the analysis is
compared with the existing three protocols and the proposed protocol. The first protocol is the aggregated-proof
based authentication scheme (Ning et al., 2015) for the IoT system. Then, the second protocol is the (Odelu et al.,
2015) multi level authentication scheme by the hashing function. The previous work describes the threat profiling and
elliptic curve cryptography based multi level authentication. Thus, the existing and proposed protocol performance
is compared with security issues like stolen verifier attack, man-in-the-middle attack, impersonation attack, replay
attack, server spoofing attack, denial of service attack, reconnaissance attack, and theft attack. Thus, the proposed
adaptive level of authorization is performed efficiently when compared to the existing system, which is demonstrated
in table 4.

Table 4. Comparative analysis for the proposed authorization scheme.

. H heng Ni t Existing (Odelu, .
Security Issues 4 l?::ih:fe (1212)g1 g) e;‘:;jg%g 5) | previous work Proposed
Provi
rov1de§ m'u tual Yes Yes Yes Yes
authentication
Prov1de§ mplt1—1eve1 Yes Yes Yes Yes
authentication
R i i tity-
equ1re§ identity Yes Yes Yes Yes
verification table
fi k
Ser.ver spoofing attac Yes Yes Yes Yes
resistance
Stqlen verifier attack No Yes Yes Yes
resistance
Privil insi ttack
mivi eged insider attac Yes Yes Yes Yes
resistance
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Password guessing attack
. g & Yes Yes Yes Yes
resistance
Provides strong user
M . gu Yes Yes Yes Yes
anonymity
Known session-specific
temporary information No Yes Yes Yes
attack resistance
Impersonation attack
P Yes Yes Yes Yes
resistance
Reply attack resistance Yes Yes Yes Yes
Man-in-the-middle attack
. Yes Yes Yes Yes
resistance
Provision for revocation
. . Yes Yes Yes Yes
and re-registration
Free from denial of service
No Yes Yes Yes
attack
Profile table-stolen
. No No Yes Yes
resistance
Key resilience No No Yes Yes
Reconnaissance attack
. No No No Yes
resistance
Free from theft attack No No No Yes
CONCLUSION

In this paper, the data importance and feedback based adaptive level of authorization we reproposed for the security
of Internet of Things (IoT). Here, the proposed method was employed to perform the authorization securely between
the devices. The proposed protocol was comprised of two 10T devices, [oT server, and authorization centre. Initially,
the request phase was undergone between the [oT devices and IoT server. Once the server acquired the request message,
the authorization was performed by the data size. Thus, the data importance was employed to determine the counter
level for the authorization. Furthermore, the log file and feedback table were utilized to the proposed authorization
scheme. The value of log file represented the behaviour between the IoT devices and server. Then, the performance of
the IoT devices was stored in the feedback table. Based on the log file and feedback, the server verified the identity and
reputation factor for the proposed method. After verifying, the authority centre provided the channel key to transmit
the data between the two devices. Finally, the simulation results were evaluated using DPWS simulation, and the
comparative performance was analysed with the existing system. Thus, our proposed protocol improved the security
level against various attacks.
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