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ABSTRACT
In higher education, teaching cybersecurity concepts to students such as encryption-based security protocols is a 

challenging task, but it is fundamental for personal and national security. One of the reasons for this is related to the 
inadequate mathematical knowledge of students, which limits their understanding of the cryptographic algorithms 
underlying the protocols. Therefore, higher education institutions are seeking out engaging and effective strategies 
for developing students’ skills in this area. The aim of this research is to explore the use and potential effectiveness of 
game-based learning to assist in the teaching and learning of cybersecurity concepts in higher education. It contributes 
to the literature by raising public interest in cybersecurity and helping learners to understand suitable and safe 
behaviors online. It also offers a systematic overview of game-based learning tools that have been used in previous 
studies to improve students’ understanding of cryptographic algorithms. This research also presents a framework for 
the effective teaching of cryptography in higher education, relying on animation and gamification.

Keywords: Computer game-based learning; Interactive learning environment; Technology-enhanced learning; 
Digital games; Cybersecurity education; Cryptography.

INTRODUCTION
Historically, the purpose of games was predominantly for entertainment, but researchers are increasingly 

recognizing the value of game-based learning (Mayer, 2019) (Boghian et al., 2019). The current generation of learners 
are digital natives who have grown up in an environment replete with technology-based games (Chaudhry, 2019)
(Putri et al., 2016). Furthermore, young people’s extensive use of the Internet and their engagement with other types 
of digital communications have influenced their use of information and their learning. 

The number of people using games exclusively for learning purposes has increased significantly in recent years 
(Gumusgul, 2019). Therefore, this study focuses on the use and potential value associated with computer game-based 
learning in higher education for cryptography. The field of cryptography is concerned with safeguarding information and 
communications using codes, and it serves as the foundation of today’s secure network infrastructures. Cryptography 
is also a central research area in data security and an essential element of information assurance. For these reasons, 
the teaching and learning of cryptography is important for all information assurance courses, with key concepts being 
encryption, decryption, and cryptanalysis.

Due to the involvement of mathematical concepts from probability and abstract algebra in cryptography, students 
often suffer from a knowledge gap in this area (especially those with limited mathematical backgrounds), or suffer from 
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special difficulties when pursuing studies in this field (de Castro et al., 2019) (Chang & Yang, 2016; Hsiao et al., 2016). 
Therefore, various pedagogical strategies have been devised to support students in understanding the mathematical 
elements of cryptographic algorithms, including both practical and theoretical approaches. An important limitation 
of theoretical approaches, which often rely on textbooks, is that students with limited knowledge of mathematical 
notation experience difficulties when attempting to make progress.

Diverse approaches have been developed in the literature to improve cryptography teaching and learning in 
higher education, particularly in terms of advancing students’ understanding of cryptographic algorithms. A well-
known approach involves the use of visualization tools, which relies on the conversion of mathematical notation and 
expressions into attractive and understandable diagrams (Dixit et al., 2018; Epishkina et al., 2016; Hu et al., 2018; Liu 
& Cheng, 2017; Liu, 2018; Parakh et al., 2017; Rahaman et al., 2018; Rao & Dave, 2019; Rass & Winkler, 2017; Salib 
& Hobar, 2018; Xu et al., 2016; Zhu et al., 2019).    

With the above considerations in mind, this research presents a framework for enhancing the teaching and learning 
of cryptography in the context of higher education. The framework uses an interactive delivery model consisting of 
animation videos to simplify the delivery of knowledge about cryptographic protocols, along with gamification to 
assess the knowledge delivered to students.

The rest of this paper is structured as follows: Section 2 overviews web-based games; Section 3 examines 
existing visualization tools for cryptography teaching; Section 4 illustrates several proposed games for teaching 
specific cryptographic protocols; Section 5 presents the proposed framework; and finally, Section 6 offers concluding 
remarks.

AN OVERVIEW OF WEB-BASED GAMES
The scope of virtual games is broader than many individuals recognize. They incorporate easy-going games, 

advergames, and genuine games. Each is planned with an alternate expectation. To represent this, an easy-going game 
is simply used for entertainment purposes, while advergames are intended to showcase advertisements and publicize a 
product or service (Derryberry & Serious, 2007). The most relevant types of games to the present research are genuine 
games, which are defined based on their main role being something other than entertainment (Susi et al., 2007). One 
of the main purposes of genuine games is to train the user in a new skill or knowledge, but entertainment is also a key 
feature of these games (Susi et al., 2007). 

Researchers have examined the distinction between genuine games and different types of Internet games, and it 
has been noted that genuine games are more centered around teaching and learning compared to other purposes (e.g., 
excitement or entertainment) (Michael & Chen, 2006). Furthermore, genuine games contrast with other web-based 
games in terms of their central goal, as they center around exact, intentional learning to achieve quantifiable goals 
(Derryberry & Serious, 2007). It has been reported that McDonald’s uses genuine games to prepare store workers in 
client administration, store activities, and supervision (Derryberry & Serious, 2007). 

The use of genuine games has many advantages for students. Maintenance increments when using PC games 
contrasted with other customary showing strategies (Egenfeldt-Nielsen, 2006). They give students the opportunity 
to encounter a situation that is difficult to recreate in reality due to factors such as security, time, and cost (Corti, 
2006). Notably, a user preference survey conducted in a sample of students at Malaysia’s Institute of Higher Learning 
revealed that 60% of the participants preferred playing games using their smartphones (Hashim et al., 2007). 

Furthermore, there are opportunities for students to learn efficiently and effectively in the context of collaborative 
game-based learning, as reflected in the collaborative digital history game proposed by (Shiue et al. 2017).  

In the Taiwan-based study of (Li et al. 2012), game-based learning (GBL), in the form of the so-called “Millionaire 
Language Game”, was used to teach the Chinese language to primary school students. The researchers reported that 
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GBL improved learning attitudes in both male and female students. (Chen & Chan’s 2010) research highlighted the 
importance of using game quests for educational purposes to address the limitations of traditional teaching methods, 
and the researchers demonstrated how digital games can be made compatible with school curriculums. Other studies 
have implemented the productive failure teaching concept with interactive learning games as a way to cultivate 
innovative teaching and learning. For example, (Kannappan et al. 2019) developed a 2D bridge building puzzle game 
to teach students about the linked list, and also to stimulate students to begin exploring the applications of this data 
structure. 

Genuine games can be used in various aspects of teaching and learning, including military affairs, promoting 
health and well-being, and primary to tertiary education. This research focuses on the use and value of genuine games 
in the context of teaching and learning in higher education. More specifically, this research seeks to improve the 
teaching and learning of fundamental concepts and practices in the field of cryptography.

GAME-BASED TEACHING AND LEARNING FOR CYBERSECURITY
Today, cybersecurity is one of the most vital practices that underpins stable global functioning, and so it has 

become an essential module on most computer science courses in higher education. The most common methods used 
to teach cybersecurity are traditional lectures, textbooks, and academic papers, which often fail to engage students 
adequately and needlessly complicate the process of learning cybersecurity concepts such as cryptographic protocols. 
Hence, researchers and lecturers around the world have explored novel approaches to the teaching of cybersecurity, 
including the use of interactive visualization techniques such as games. Cybersecurity games can simplify and emulate 
cybersecurity protocols and algorithms. They also can engage students, encouraging them to interact with simulated 
or real-world cybersecurity challenges and devise creative ways to tackle them.

Jordan et al. (2011) proposed and designed a game called “CounterMeasures”, which enables students to learn 
and practice cybersecurity skills by pursuing and achieving guided objectives. The game provides students with an 
opportunity to practice cybersecurity techniques in a virtual environment, thereby introducing them, in an engaging 
and entertaining way, to the repertoire of complex techniques used by cybersecurity experts. The game relies on the 
use of a real server to offer students with an environment resembling real-world security systems. The researchers 
formulated two hypotheses: firstly, that game-based learning would engage students to a greater degree compared to 
traditional textbook learning; and secondly, that the emulation of really existing systems would be a more effective 
platform for learning security concepts compared to reading technical documents. To test the hypotheses, a series of 
missions were assigned to students in the game to teach them security knowledge and skills. The missions assisted a 
student in security fundamentals while teaching and testing individual security skills. The authors used three training 
missions to teach students about exploits, scanning, and buffer overflows, and one live mission tested the use of the 
three previously learned skills. The game was developed using Flex/Flash running in an Adobe Air client. The authors 
evaluated the game by running it over 3 days with 20 participants. Two groups were used: an experimental group, 
consisting of students who played the game; and a control group, consisting of students who read from a packet of 
condensed computer security information. The results illustrated that the control group took approximately twice as 
long as the experimental group to finish the mission even though both groups showed approximately the same level 
of learning.

(Irvine et al. 2005) designed the CyberCIEGE video game to enhance cybersecurity education by illustrating the 
abstract functions and limitations of security mechanisms. The game is a construction and management resource 
simulation that resembles the Tycoon series of video games (Adams & Rollings, 2006). The game had over 20 scenarios 
that confronted students with a series of choices influencing the security of an enterprise’s assets, which covered a 
range of computer and network security principles. Students had to make decisions within a three-dimensional office 
environment populated by game characters who needed to access the enterprise’s assets to achieve predefined goals. 
Students identified vulnerabilities such as Trojan horses, trapdoors, insiders, configuration errors, and unpatched 
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software flaws, and they mitigated them via the deployment and configuration of simulated protection mechanisms 
(e.g., operating system access controls, user authentication mechanisms, firewalls, and biometric devices). The game 
was used by the Naval Postgraduate School for teaching its introductory course on computer security, and students’ 
assessments were based on log generation, collection, and analysis.

(Labuschagne et al. 2011) developed an interactive game hosted by social networking sites to raise awareness 
of cybersecurity threats and vulnerabilities. The game applied the concept of informing the students about potential 
security threats and vulnerabilities, and then assessing the students. It applied principles such as comprehension or 
projection, decisions over hypermedia, hypertext, and multimedia to achieve perception, an extensive catalogue of 
questions, and user acceptance. Once a student logged on to the game, they were presented with a topic tree showing 
core topics graphically, along with the student’s most recent achievement. When a topic was selected by a student, 
they had three options to choose from: a video, a slideshow, or a quiz. However, the game was not implemented on or 
added to social networking sites, and it was not been tested or validated. Finally, the game’s contribution to enhancing 
the teaching and learning of cybersecurity is questionable, given that it only consisted of an interface for watching 
videos, looking at slides, and recording quiz answers.

GAMES AND APPLICATIONS FOR TEACHING SPECIFIC 
CRYPTOGRAPHIC PROTOCOLS

Varied approaches are used to teach information security, in general, and cryptographic ciphers, in particular, 
including traditional lectures, tutorials, and the attack/defend isolated laboratory approach (Yurcik & Doss, 2001). 
These approaches can be used individually or in combination to teach a small or large number of students. They can 
lessen the difficulties that students may experience in learning about cryptographic protocols, which are a crucial 
part of information protection and security. Although these approaches have been known and used for some time, 
they are not effective ways to teach cryptographic protocols to students who lack a strong mathematical background. 
Therefore, new and enhanced teaching and learning approaches, including interactive visualization, should be used to 
improve the teaching of specific cryptographic protocols.

In cryptography, interactive demonstrations and visualizations are not a new concept. In fact, several websites and 
programs already exist that offer diverse approaches to learning about cryptography protocols and ciphers. Moreover, 
there are several visual applications, including (CrypTool 2019), that illustrate the steps involved in an algorithm, while 
others allow users to type in text information to perform encryption/decryption, such as Cryptoy (GCHQ, 2014). 

The US Air Force Academy undertook a project to create a set of cipher visualizations to support an undergraduate 
course in cryptography taken primarily by computer science and mathematics students (Schweitzer & Baird, 
2006). The core aim of the project was to produce interactive demonstrations of different encryption algorithms to 
support lectures. The project supports various cryptographic algorithms, including Shift Cipher, Simple Substitution 
Cipher, Affine Cipher, Vigenère Cipher, RC4 Stream Cipher, RSA Cipher, and DES Cipher. Moreover, every cipher 
visualization tool is implemented as an applet in Java. 

Other work has been undertaken to teach cryptography using open-source software, such as CrypTool, in order to 
lower the cost of using other paid software (e.g., Maple) (McAndrew, 2008; Adamović et al., 2011). The mentioned 
works give students the ability to explore several cryptographic algorithms, including symmetric algorithms, 
asymmetric algorithms, hash functions, and digital signatures. In McAndrew’s research, open-source software was 
used to teach cryptography formally to 32 students at Victoria University in Australia. Focusing on the fundamentals 
of breaking and designing cryptosystems, the researcher reported that there appeared to be no reduction in student 
satisfaction or learning outcomes between those who used open-source software (Maxima or Axiom) and those who 
had used Maple. In formal questionnaires and informal discussions, all 32 students preferred using software with an 
unrestricted license and enjoyed the freedom to use it.
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At Guangzhou University, Yi & Quan (2009) designed a cryptography-based software development course intended 
for senior students preparing for occupations in IT-related industries. The researchers used the open-source project 
OpenSSL to teach the students how to design and implement a cryptographic utility tool.  Furthermore, the software 
enabled the students to learn about popular structural programming styles, as well as techniques for implementing 
cryptographic algorithms. The students were asked to extract specific codes from cryptographic routines and to 
incorporate them into an independently-designed cryptographic utility tool. The results indicated that the experience 
was largely positive for the students.

Adamović et al. (2011) taught a cryptography course using the open-source CrypTool software, the purpose of 
which was to expose students to all classical and modern cryptographic algorithms and protocols. As a free, open-source 
learning application, CrypTool is used worldwide in the analysis and implementation of cryptographic algorithms. 
The introduction of an interactive approach, based on CrypTool, was intended to fill the gap caused by the use of a 
textbook-theoretical approach to teach cryptography, and thereby to improve the students’ learning outcomes. It was 
noted that the CrypTool software was effective at demonstrating the inner workings of cryptography algorithms in 
a user-friendly way, which was beneficial for students who lacked a strong mathematical background. For example, 
students simulated RSA key generation and encryption. Positive feedback received from students and comparative 
analyses of students’ attendance (grades) confirmed the effectiveness of CrypTool and the advantages of the adopted 
approach compared to traditional teaching strategies.

Another study conducted by Tao et al. (2011) targets a specific cryptographic algorithm, namely, DESvisual. 
The researchers implemented a visualization tool for DESvisual that could help instructors to teach the building 
blocks of DES symmetric encryption algorithms, and also advance students’ understanding. Their tool simulated the 
fundamental operations needed to perform the first DES permutation with an 8-bit or 16-bit input. Additionally, the 
tool improved students’ abilities in terms of computing the output of each operation utilized by the tool and following 
through the encryption operation. By using the tool, students gained insights into the functions of primitive operations 
and investigated how they are composed in the DES algorithm. 

Mathematical operations used within cryptography are also implemented and visualized for teaching cryptographic 
algorithms and protocols, with a case in point being ECvisual (Tao et al., 2012). The ECvisual visualization tool, 
which is compatible with Linux, macOS, and Windows, helps students to learn about ciphers based on elliptic curves, 
offering an opportunity to visualize elliptic curves over finite and real fields of prime order. The tool also assists 
students in mapping points to an elliptic curve, undertaking arithmetic operations, and facilitating decryption and 
encryption. ECvisual was developed to improve learning about the ElGamal encryption system, and it incorporates 
the following operation modes: demo and practice. ECvisual also contains a subsystem over the real field and another 
subsystem over a finite field of order. ECvisual was employed in an undergraduate cryptography introduction course 
with mixed results, where only 9 students felt that the tool was valuable for their learning.

Gaffer & Alghazzawi (2012) used a virtual security lab to teach cryptography and conduct hands-on information 
security laboratory exercises. Their lab was based on the Secure WEb dEvelopment Teaching (SWEET) project 
(SWEET, n.d.) and the Department of Defense Information Assurance Scholarship Project. Moreover, the SWEET 
project features six project modules, a virtualized platform for web development, and eight modules for teaching, 
enabling instructors to undertake practical laboratory exercises. Students were exposed to the use of MD5 and SHA-1 
hash functions, as well as the concepts of digital signatures, symmetric-key ciphers, and public keys. Based on the 
results, it appears that most students benefitted from the virtual lab in terms of their learning outcomes.
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Table 1. Comparing the proposed games for teaching cybersecurity against four important factors.

Interactive 
demonstrations 

and visualization

Cryptographic 
algorithm 

development

Simulates 
various types of 
cryptographic 

protocols

Simplify 
mathematical 
notations and 
expressions

CounterMeasures game 
(Jordan et al., 2011) Yes No No No

CyberCIEGE video game 
(Irvine et al., 2005) Yes No Yes No

Interactive game hosted 
by social networking sites 
(Labuschagne et al., 2011)

Yes No No No

CrypTool (CrypTool, 2019) Yes No No No

Cryptoy (GCHQ, 2014) Yes No Yes No

The US Air Force 
Academy project 

(Schweitzer & Baird, 2006)
Yes No Yes No

Open-source software for 
teaching formal cryptography 

(McAndrew, 2008)
Yes No No No

Cryptography-based 
software development 

(Yi & Quan, 2009)
Yes No Yes No

Cryptography course using 
open-source CrypTool 
(Adamović et al., 2011)

Yes No No No

 DESvisual, a visualization tool 
(Tao et al., 2011) Yes No No No

Implementing mathematical 
operations in cryptography, for 

example, ECvisual 
(Tao et al., 2012)

Yes No No Yes

Virtual security lab for 
cryptography teaching 

(Gaffer & Alghazzawi, 2012)
Yes No Yes No

DISCUSSION
Even with all the efforts illustrated in Table 1 to improve and simplify the teaching of cryptography, there is still a 

lack of interactive demonstrations and visualizations that can be used to facilitate effective learning of cryptographic 
algorithms and protocols. Moreover, most of the proposed or used techniques do not simplify mathematical notations 
and expressions in a way that can help students to understand cryptographic algorithms and protocols. Thus, there is 
a need to devise interactive and novel methods for delivering learning content, including the use of visualization and 
animation, for widely used cryptographic algorithms and protocols, which appeal to various types of learners. Therefore, 
the author intends to develop a novel framework to enhance teaching and learning cryptographic protocols. 
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In terms of the research methodology used for the present study, electronic databases, including Scopus and Web 
of Science, were used to search for research articles addressing the topic of game-based learning for cybersecurity. 
Web of Science is a comprehensive repository of research articles from high-quality and reputable journals covering 
multiple subjects, including science education and educational technology. To use Web of Science, journals indexed 
in the Social Sciences Citation Index and the Science Citation Index Expanded were used to identify relevant articles. 
As for Scopus, this is the most sizeable abstract and citation database for peer-reviewed articles and high-quality web 
sources. To ensure that studies of satisfactory methodological quality were included in this research, articles were 
excluded if they were not published in reputable journals. Additionally, articles written in languages other than English 
were excluded from the literature search in order to avoid difficulties arising from translation.

The literature search strategy involved entering the same keywords on both Web of Science and Scopus. A collection 
of keywords related to the cybersecurity education was strung together using Boolean operators. After search hits were 
returned by the electronic databases, the researcher reviewed article titles and abstracts to find relevant articles that 
satisfied the following criteria: firstly, the researchers needed to have implemented a minimum of one digital game 
related to cybersecurity education; secondly, the digital game needed to have been evaluated by the researchers in 
terms of students’ learning outcomes or process; and thirdly, the full-text version of the research article needed to 
be available, whether electronically or in hardcopy. If article titles and abstracts did not offer enough information 
to decide about eligibility for inclusion, the researcher analyzed each article’s methodology and results to draw a 
conclusion.

A task that will be undertaken in the future as part of this research relates to the research methodology. In particular, 
it has been identified that a mixed methods research project, consisting of both quantitative and qualitative methods, 
will enable a comprehensive investigation to be undertaken into the use of gamification and animation in the teaching 
and learning of cybersecurity. Using the proposed framework, which is shown in Figure 1, final-year students in the 
IT department of two Arabic universities will be taught a cybersecurity course. A questionnaire and written assessment 
will be given to the students when the course has been finished, and the outcomes of these students will be compared 
to the outcomes of students from the previous three years. The researcher anticipates that challenges may be faced in 
terms of creating an engaging, entertaining, and effective game for teaching cybersecurity protocols.               

Figure 1. The proposed framework.

As illustrated in Figure 1, the proposed framework aims to leverage interactive approaches to the delivery of learning 
content (e.g., animation and visualization) relating to widely used cryptographic protocols. It will enhance students’ 
knowledge by offering a more engaging, effective, and motivating way of learning compared to the presentation- and 
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video-based approaches that predominate in many higher education institutions. Furthermore, students who use the 
proposed framework will be exposed to various levels of explanatory detail (e.g., mathematical notation or flowcharts) 
to improve and complement their existing knowledge. The framework will use various strategies for assessing the 
knowledge delivered by the visualization and animation methods, including gamification. It could be used to deliver 
differentiated and informative games that are based on real-world issues, which is expected to increase the students’ 
problem-solving abilities. In addition, gamification will be exploited as an aid to teaching by developing students’ 
capabilities in terms of building and validating protocols, enabling them to gain greater insight into their weaknesses 
and how to address them. In addition, the framework will be implemented and applied in two Arabic universities, 
which are willing to enhance their ways of teaching cybersecurity in general and cryptography in particular. 

CONCLUSION
Learners today receive education using various digital modalities, and various aspects of their lives, ranging from 

email to social communication, rely on the use of computers and other digital devices. Versatility is another key 
feature. Students advance in a continual way, whether at work or in lessons, and they tend to prefer learning in 
practical rather than theoretical ways. The use of portable games in education is associated with remarkable effects in 
terms of student engagement and learning outcomes. With these considerations in mind, a viable way to increase the 
effectiveness of existing teaching and learning practices is to integrate digital modalities, including PC games, into 
existing processes.

This research article focused on the teaching and learning of cryptography in higher education using game-based 
learning. Several game-based tools were identified that have enhanced students’ understanding of cryptographic 
algorithms and protocols, including visualization tools, which can be exploited to translate mathematical notation and 
expressions into easily comprehensible and interactive diagrams. This research also presented a framework to simplify 
the teaching and learning of cryptographic protocols and to make them more straightforward to comprehend. The 
framework will use animated videos to deliver learning content relating to cryptographic protocols, and gamification 
will be used for assessment purposes. 

In future research, the author will focus on implementing and evaluating the proposed framework. In particular, 
the author intends to investigate the effectiveness of animation and gamification in improving the learning outcomes 
of students in Arabic universities regarding their understanding of cryptographic protocols, as well as their ability to 
apply their knowledge.
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